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@!?Ps FTABNDER %2 Real Time Protection On Demand Scanning ICSA Labs (R2REI5Z )
&R 98.23% 99.89% 99.98% 0

B Virus Bulletin @z x3)

Endpoint Anti-Malware Certification Testing Report. July 24, 2020

Test Version: 12.5.23094 %4

https://www.icsalabs.com/sites/default/files/FINAL_Acronis_Endpt_Anti-Malware_Report_20200724.pdf

FAPDER %2

Wild List

False Positive
(FRIRHMTAR)

Diversity Test Rate

[ 100 ) =

100.00%

0.00%

99.90%

m AV-Comparatives

2020-12 (latest) on Windows 7 Professional, Windows 10 Professional
https://www.virusbulletin.com/testing/results/latest/vb100-antimalware

FTANDER %2

Real-World Protection Test

Malware Protection Tests

Performance Tests

TR
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Fast, Very Fast
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= |DC Phil Goodwin

¢ https://dl.acronis.com/u/rc/WP_IDC Acronis Cyber Protect and Acronis Cyber Protect Cloud EN-US 200428.pdf

* We believe that Acronis Cyber Protect is among the most comprehensive attempts to provide data protection and cyber security to date...Acronis shows potential to disrupt traditional IT security
vendors by delivering integrated components for backup/recovery and malware detection and protection.

e IDC Phil Goodwin
——= Research Director — Cloud Data Management and Protection, IDC
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Anti-Malware Test Lab
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ince July 202

NioGuard /*

Security Lab

NioGuard Security Lab
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FIPS 140-2 ISO 27001

Acronis has Information Security Management System in
accordance with standard ISO 27001:2013.

Acronis AnyData Cryptographic Library has
been successfully verified by NIST

GDPR

Acronis is GDPR compliant through self-
assessment as of May 25, 2018.

LN
ISO ISO 9001

hv-4 Compliant with 1SO 9001:2015
9001:2015

GLBA (Gramm-Leach-
Bliley Act)

GLBA is applicable to financial Acronis products are "TAA compliant
institutions, compliant to Title V, COMPLIANT as manufactured or “substantially

Subtitle A, Section 501.(b) \ / LEP'Y transformed” in Switzerland
HIPAA

HIPAA CO'V'\PvL}NT Privacy Shield

TAA

n

Acronis is EU-US and Swiss-US Privacy

An independent third party gap analysis, showin
P barty eap Y & Shield certified

that Acronis is compliant with HIPAA rules
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ZADEHFI YL T7 ZLEIL YR - Prii

€ suspicious activity is detected Aug 16, 2021, 02:07 PM

On machine 'Thor’, process 'CA\Users\Sif\ippData\Local\Tempi3582-490\ockbit22.exe’ modified file
'C\php\license.t«t’. The process has been stopped, and the file changes have been reverted.

Device Thor

Process Chu serS\Sif\AppData\LocaI\TempBSBz-dB
Monitored because Process certificate is not valid

Suspicious because Binary format has been changed for several files.

Action Revert using cache

Affected file CAphpilicense.txt
CAphp\news.txt
Ch\phpireadme-redist-bins.txt
Ch\phpi\snapshot.txt
CAProgram Files\7-Zip\History.txt
C\Program Files\7-Zip\Lang\af.txt
Ch\php\extras\ssiopenssl.cnf

Support Clear
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EERR A VVISR(Data Loss Preventioni#sE)
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1. 71\41‘\’90U‘J77|‘\ I~ % 1 it
[T/ 1 X]
DIL—I\NTINAFT 4T, TUEH—, UwTR—
E/)\1J)LF /)1 X, Bluetooth. y‘z%l\j/rj\
JOvE—Fa4 XY

.+ [R—K]
USB. FireWire
[UAA LT N5/ X]
IvEITESNERSAT. DUwTIR— RRE/ZEE. USBR—

2. BHIEFS—b
[EFa] | DISDFTINA R(CTFOEANGD &
d—HADB@EHEEIEE

3. BR—hkOS

1. Microsoft Windows 7 Service Pack1LAp#
2. Microsoft Windows Server 2008R2LAP#
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